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Device OTA software update 

A guide and checklists

Today, any connected, smart product depends on a secure 

and effective way to update firmware and software 

over-the-air (OTA). When it is done correctly, products 

scale effectively and cost-effectively to the magnitude of 

millions meeting both internal and external security 

requirements, while keeping customers happy. If it is done 

incorrectly, it can bring the entire business down.

For simplicity, we divide the Device OTA software update 

process into two main stages:

1.

2. Device Updating

Device
Provisioning

Device
Update

1. 2.
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Device Provisioning includes all required steps to be 

executed before the end-customer unwraps, powers on and 

connects the device for the first time. 

Device Updating contains all the required steps to be able 

to update the device over its lifetime whether it is to add 

new features, apply security patches and bug fixes, or any 

other change needed on the device.

In addition to Device Provisioning and Device Updating,

a secure chain of trust must be established. Any and all 

software updating relies on this.  We recommend adopting 

the Triangle of Trust™  as a baseline.
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1.

2. Device Updating

Step #1 - Triangle of Trust™

In the Device OTA software update process, three main 

pieces interplay. Those are the device, the software running 

on the device, and the people who can modify the device. 

Triangle of Trust™  can act as a security guideline to ensure 

that only the right people can deploy the right software to 

the right devices.

The important interplay between people,
device and software

Throughout the whole lifecycle of a connected device, from 

initial manufacturing to final device decommissioning, the 

principles of Triangle of Trust™ must endure. An 

unbreakable chain of trust calls for security through the 

lens of the three main components, the people who can 

impact software ending up on a device, the actual software 

destined to end up on a device and the actual device that 

will run the software decided by the people. Below is an 

illustration of Triangle of Trust with technical examples of 

what it can entail. Illustration of Triangle of Trust™
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1.

2. Device Updating

Authentication
Authorization

Integrity
Software

• Software/Device 
compatibility checks
•  Encrypted transfer only
• Software signing

Device

• Mutual TLS
•  Software and/or 

hardware keys
• Pre-authentication

• Dynamic device grouping

Triangle of 
Trust™ 

People • RBAC (Role based Access Control)
•  Multi-tenant
• Two factor authentication

Done correctly, you have established a process that 

ensues only the right people can deploy the right software 

to the right set of devices.

To learn more about Triangle of Trust™, please refer to 

this article in the Device Chronicle.

Below are the most important check points to consider 

from a Triangle of Trust™ perspective:
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Triangle of Trust™

Checkpoints for 
high-level security

Roles to regulate read and read/write access to 
devices are defined

A process for assigning and revoking people to the 
roles that regulate access to devices is in place

A version-controlled log exists with the list of 
people with granted and revoked access to devices

A process exists to ensure software being updated 
cannot be tampered with after build time and while 
in transit over-the-air

A process exists to ensure software being deployed 
can only be done so on to compatible devices

An audit log of all remotely initiated software 
changes occurring on a device is in place

A process to ensure a secure chain of trust from 
installing software for the first time is in place

A process to ensure the ongoing authenticity of a 
device is in place

A process for ensuring a secure PKI infrastructure 
/ trusted way to inject private keys/certs onto 
devices is in place

Checkpoints high-level security - Triangle of Trust™

1.1

1.2

1.3

1.4

1.5

1.6

1.7

1.8

1.9

DONE

✓ YES   |   NO X

 ✓ YES   |   NO X

 ✓ YES   |   NO X

 ✓ YES   |   NO X

 ✓ YES   |   NO X

 ✓ YES   |   NO X

 ✓ YES   |   NO X

 ✓ YES   |   NO X

 ✓ YES   |   NO X
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1.

2. Device Updating

Step #2  - Device updates

Device Provisioning includes the processes necessary to be 

executed before an end-customer unwraps and connects a 

device for the first time.

Defining the start of chain of trust

By far the most important aspect when it comes to 

provisioning is security. Measures should be taken to 

establish a chain of trust as early as possible. The sooner 

the chain of trust is established, the fewer potential security 

loopholes there will be. Best-in-class companies 

accomplish a tight loop from the creation of hardware parts 

which extends into the assembling of hardware to the first 

time installation of software onto the hardware.
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1.

2. Device Updating

Chain of trust can start at the very beginning of the 

hardware creation process, but for most companies, they 

simply have to rely on their partners and take their word for 

it, and establish the root of trust at a later point in time. 

Given Edward Snowden revelations of the NSA 

eavesdropping of data to/from Google data centers in 

Europe, or their “partnership” with global logistic companies 

to inject hardware, and that we can assume other 

intelligence agencies around the world, conduct and seek 

to conduct the same level of surveillance, having a clear 

definition of your own chain of trust and how to ensure the 

integrity of it, is paramount from multiple angles, including 

liability and privacy.

Best practice calls for the use of mutual (both device and 

backend authentication) handshaking and hardware based 

device keys. However, the most common approach today 

seems to be one-way handshaking (backend 

authentication of device) and software based keys. 

Vendors need to decide on the level of security and 

approach deemed “good enough” for their use-case seen 

up against the costs of implementation and maintenance of 

the system.
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1.

2. Device Updating

5 common approaches to device provisioning

● Mutual authentication based on hardware keys (best)

● Mutual authentication based on software keys (good)

● One-way authentication based on pre-authorized 

software keys (ok)

● One-way authentication based on software keys and 

manual acceptance of device(ok)

● One-way authentication based on shared software 

keys(not recommend, unless in air-gapped 

environments)

Below is a  list of check points to consider as part of 

designing the device provisioning process.
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1.

2. Device Updating

Device partition layout meets expected 
software update needs (for instance A/B 
deltabased updates require read-only partition, 
wi-fi credentials needs to survive an update, 
etc.)

A process for assigning and revoking people to 
the roles that regulate access to devices is in 
place

There is a chain of trust document explaining 
the root and chain of trust (including 
assumptions throughout the chain)

The chain of trust document outlines in detail 
how device OTA software is provisioned onto new 
devices and how new devices securely 
authenticate and is authorized against the 
backend management servers at first boot (first 
boot at assembly line, in vendor offices, at end 
customer site?)

The selected way of device provisioning (see 5 
common approaches above) is clearly 
documented, including how secret key / PKI 
infrastructure is managed

Checkpoints - Device Provisioning

2.1

2.2

2.4

2.5

2.6

DONE

✓ YES   |   NO X

Attributes and/or combination of attributes to 
uniquely and positively define a device is in 
place

2.3

✓ YES   |   NO X

✓ YES   |   NO X

✓ YES   |   NO X

✓ YES   |   NO X

✓ YES   |   NO X
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1.

2. Device Updating

Step #3  - Device updates

Device Updating contains steps necessary to be able to 

update a device with new software over its lifetime whether 

it is to add with new features, security patches, bug fixes, or 

any other changes needed on the device.

With device provisioning securely in place, begins the most 

difficult part; to ensure the device stays secure and 

updatable throughout its (often very long) lifetime. 

Speed vs. stability - selecting the appropriate 

update type

An important consideration lies in finding common ground 

with regards to the expected and accepted trade-off 

between speed and frequency of changes versus stability 

and security. Even the best automated CI/CD pipeline 

processes come with tradeoffs. Where a company ends up 

on this scale should greatly impact the hardware and 

software stack, including choice of types of updates and 

the process of doing updates.
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1.

2. Device Updating

Symmetric A/B 
partition updates

Update type Pro Con

The most brick-safe 
way of updating a 
device

Requires more storage 
on device (room for two 
root file systems) which 
increases the BOM (Bill 
of Material). If not 
combined with 
delta-based updates, 
this form of updating 
requires larger data 
payloads

Container updates Fast and easy 
updates in a 
software based 
isolated environment

Issues with host-OS, or 
container engine risk 
bricking the device. 
Container sprawl 
increases complexity 
and risk

Below are the four most typical update types
and with some Pro and Con considerations.

Package updates Fast and easy for 
most users

Risk of bricking 
increases with level of 
dependencies. Rollback 
is a fallacy not to be 
trusted

File updates Easy Probably not suitable 
for new application 
versions / larger 
changes

12



1.

2. Device Updating

One can combine update strategies. One scenario is to 

combine containers with symmetric A/B updates. On a day 

to day basis, updates occur in the form of containers, but 

when needed one can fall back to a symmetric partition 

update. However, the more one combines and the more 

complex things get, the more likely they are to fail. In the 

world of Mender, Symmetric A/B only update is by far the 

most popular due to the high cost companies put on a 

bricked device.

The choice of update types greatly impacts the device and 

software stack. Excluding  symmetric A/B updates, there is 

no need to integrate the device OTA software with the 

complex bootloader. Further, the installation would be 

straightforward, like any other user-space application not 

requiring any special embedded expertise.

DevOps and a magical CI/CD process or not?

With the conundrum of speed versus stability addressed, 

comes the challenging human aspect into play. Given the 

accepted trade-offs mentioned above, next up is to 

minimize the time it takes from a developer creates a new 

magical piece of code, until customers can benefit from her 

work. 
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1.

2. Device Updating

This guide does not seek to address best practices of 
DevOps, but rather focus on important considerations 
starting from the completion of the build of the software 
that eventually will end up on the device.

Important topics to discuss include:

● Software signing
○ a process to ensure that any build (software, 

deployment artifact, etc.) is digitally signed to 
ensure the integrity of the software and the 
update process (meta data) as it moves around

● Emulated / virtual testing
○ a process to test changes in an virtual 

environment quickly and easily

● Physical testing
○ a process to test changes on actual device - 

especially for performance
○ a process is to ensure software and device 

compatibility
● Staging

○ a process to maximize level of automation as 
the new software wanders through various 
testing and deployment phases

■ Example: test -> canary -> pre-production 
-> phased production rollout
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1.

2. Device Updating

●  RBAC - Role Based Access Control
○ a process to ensure correct authorization of 

roles to trigger the various stages
■ internally (developers, sys admins, etc.)
■ externally (customers, service partners, 

etc.)
● Offline support

○ a process to consider the need for offline 
updates, for instance due to devices not being 
on the public internet, in environments with 
unreliable connectivity, etc.

● Last mile / final commit on device
○ a process to cover who is eligible for doing what 

and when, and the final and actual commit on 
device

■ is end-user consent required?
■ can the company push force an update?
■ is there a partner that will do the commit?
■ must final commit occur during 

pre-approved maintenance windows only?
■ how to ensure the update is not impacting 

operations?
■ proper state scripts exists to allow for 

great granularity when it comes to the 
definition of update success and failure
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1.

2. Device Updating

Device reporting and auditing

During the update process, the ability to watch the 

progress to ensure its success, and detect potential issues 

as early as possible, is critical.

At scale, phased roll-out is considered a requirement to 

ensure stability and minimize large-scale issues. Fast and 

relevant reporting allows for quick detection of issues 

throughout each stage (from canary testing to last stage 

device commit). Further, fidelity on the definition of 

“success” versus “failure” should be defined. Clearly, a 

bricked device is a failure, but more checks should be 

prepared prior to this. No alchemist answer exists, but the 

level of tests and verification of deployment success 

should be defined prior to the actual deployment. A 

device  OTA system subsequently needs to provide 

necessary reports to support a more granular definition of 

an update success, or failure.

In addition to reporting based on basic tests and  more 

in-depth custom tests (if needed), logging can be 

invaluable both from a troubleshooting and compliance 

standpoint. Regardless of the level of logging desired, 

there must be a way to easily obtain these centrally.
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1.

2. Device Updating

Important topics to discuss include:

● Software Versioning
○ a process to ensure proper versioning semantic 

and usage helps ensure consistency and ease 
troubleshooting

○ A process for easy version management 
(enforce all customers to be on the latest 
version, versus not and ending up with a myriad 
of versions that needs to be managed 
“individually” matters greatly)

● Device performance
○ a process to test new deployments on actual 

devices for performance, not only for potential 
failures.

● Device Inventory
○ phased roll-outs based on dynamically staged 

grouped devices must be in place. Level of 
inventory granularity impacts level of 
deployment granularity

○ will static device grouping suffice, or does the 
nature of business require dynamic grouping of 
device?

○ which third party services integrations are 
needed? Device inventory often obtains 
important device information from other 
systems like ERP and CRM

● Device software compatibility
○ a process to ensure software and device 

compatibility
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1.

2. Device Updating

Device and deployment troubleshooting
Troubleshooting depends on a clear definition of update 

failure. Updates should ideally be atomic which ensure the 

outcome of the update is binary (either failure or success). 

Half or partial updates should be avoided. Tests need to 

be in place to clearly detect failures. In case of failure, 

there are three very important aspects to troubleshooting:

1. There is a way to login remotely to a device for 

decentralized investigation

2. There is a way to easily obtain device logs for central 

investigation and correlations

3. There is a way to recover from the failed update

Warranty
Although not directly connected to device provisioning or 

updating warranty should also be considered. The length 

of warranty must correspond to ability to actually, at a 

minimum, provide security patches. If the warranty length 

exceeds the official support for any of the software 

running on the device a plan for how to deal with this must 

be in place.
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1.

2. Device Updating

Below follows a  list of check points to consider as part of
designing the device update process.

Checkpoints - Device Update DONE

A clear decision on the kind of update types need (A/B, 
container, package, etc.), exists

3.1
✓ YES   |   NO X

Device layout and operating system supports choice of 
update types

3.2  ✓ YES   |   NO X

The change process has been clearly defined (from 
developers’s desktop to final commit on the device)

3.3  ✓ YES   |   NO X

Signing of software builds (especially artifacts that end up 
on the device) is defined and ensured (gatekeepers)e

3.4  ✓ YES   |   NO X

A process for defining the of a successful or failed OTA 
update has been created

3.5  ✓ YES   |   NO X

A process to detect update failures at different 
deployment stages  (failure is clearly defined in code)

3.6  ✓ YES   |   NO X

A process to obtain logging information from devices for 
both debugging and compliance point of view

3.7  ✓ YES   |   NO X

A process to recover from deployment failures3.8  ✓ YES   |   NO X

A clear definition of what uniquely defines a device is in 
place

3.9  ✓ YES   |   NO X

3.10 A clear process to ensure device compatibility and 
performance is in place

 ✓ YES   |   NO X

3.11 There is a way to troubleshoot a failed deployment both 
decentralized (remote access to device), and centrally 
(access to device logs)

 ✓ YES   |   NO X

3.12 A list of all software components on the device and their 
length of support matches product warranty period

 ✓ YES   |   NO X
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1.

2. Device Updating

Conclusions

Today, any connected, smart product depends on a secure 

and effective way to update firmware and software over 

the air (OTA). This guide explains how applying the 

principles behind the Triangle of Trust™ will help address 

the security aspect and ensure that only the right people 

can deploy the right software to the right set of devices. A 

checklist of 9 points aims at getting started. 

Encompassed by Triangle of Trust, ensuring secure and 

effective firmware and software update of connected 

devices, can be accomplished by grouping activities into 

two; device provisioning and device update.

Device Provisioning includes the processes necessary to 

be executed before an end-customer unwraps and 

connects a device for the first time. This guide explains 

the importance of defining a chain of trust and presents 

five common ways to provision devices, along with a list of 

6 important check-points. 
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1.

2. Device Updating

Conclusions 

Device Updating contains steps necessary to be able to 

update a device with new software over its lifetime 

whether it is to add with new features, security patches, 

bug fixes, or any other changes needed on the device. 

Topics to be addressed include the conundrum of speed 

versus stability, DevOps, device reporting, auditing and 

troubleshooting, including a list of 12 critical check-points.
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