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8.5%
The proportion of 
Enterprise IoT 
devices that could 
fail in the field over 
3 years without 
robust updating 1

Reader ROI

The key summary points 
you should take away from 
this strategy ebook:

● OTA software updates are 
required for connected 
medical devices

● Security is enabled through 
centrally controlled fleet 
updates

● US Federal Law now mandates 
IoT device cybersecurity

● Follow the Triangle of Trust™ 
framework for security by 
design

● Product extensibility allows 
future feature upgrades to be 
done remotely with updates

   ●  Audit logs can be retained for  
           compliance reporting

   ● Remote terminal access allows 
for secure troubleshooting of 
devices in the field

Medical devices are viewed 
like high end consumer 
devices. 
Doctors  just want them to 
work like an iPad. 
They don’t care about how 
the software update works, 
they just want the device to 
update correctly.

- Clinomic CEO Med. Dr. 
Arne Peine

1 Based on modelled data research from the Mender Product Management team. Based on quantitative field data, more 
than 8.5% device updates failed for any reason and would very likely have caused stability issues, unknown states or 
bricks if a robust update process like Mender was not utilized. In addition Mender prevented mistakes like deploying to 
incompatible hardware and updating to the already-running version, which could also have caused device stability issues.



Connected medical & diagnostics devices, 
OTA software updates & device 
management

Device makers can leverage connectivity to 
both improve the product with new feature 
releases over its lifecycle, and enable remote 
access for support, and device security

Over-the-air (OTA) software updates facilitate 
product improvements, remote device support, 
security updates and bug fixes. Designing security 
and privacy into the product design and the 
software update delivery process is a critical 
strategic concern. Medical- and diagnostic devices 
are highly sensitive and patient data and privacy 
needs to be protected as a priority. 

Medical Devices 
& Diagnostics

Image credit: Clinomic GMBH



Mandates & recommendations

With HIPAA , it is already mandated that the 
technology used in medical devices should protect 
sensitive patient health information from being 
disclosed without the patient’s consent or knowledge. 
Furthermore, as ensuring security alongside data 
privacy are paramount concerns, medical- and 
diagnostics device makers are using 
recommendations from NIST and the FDA in their 
designing and planning. 

The following are the most important guidelines:

● NIST’s Framework for improving Critical 
CyberSecurity

● NIST Considerations for Managing Internet 
of Things (IoT) CyberSecurity and Privacy 
Risks

● NIST An Introduction to Information 
Security

● FDA Content of Premarket Submissions for 
Management of CyberSecurity in Medical 
Devices

https://www.cdc.gov/phlp/publications/topic/hipaa.html
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://csrc.nist.gov/publications/detail/nistir/8228/final
https://csrc.nist.gov/publications/detail/nistir/8228/final
https://csrc.nist.gov/publications/detail/nistir/8228/final
https://www.nist.gov/publications/introduction-information-security
https://www.nist.gov/publications/introduction-information-security
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/content-premarket-submissions-management-cybersecurity-medical-devices
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/content-premarket-submissions-management-cybersecurity-medical-devices
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/content-premarket-submissions-management-cybersecurity-medical-devices


Coming mandates

These recommendations will likely soon become 
mandates emanating from US Federal Law. Since 
December 9th, 2020, basic principles of 
cybersecurity for IoT devices have been signed into 
US Federal Law through the IoT Cybersecurity 
Improvement Act of 2020 . 

This bill requires the National Institute of Standards 
and Technology (NIST) and the Office of 
Management and Budget (OMB) to define and 
mandate specific steps to increase cybersecurity for 
Internet of Things (IoT) devices. IoT is the extension 
of internet connectivity into physical devices and 
everyday objects. Specifically, the bill requires NIST 
to develop and publish standards and guidelines for 
the Federal Government on the appropriate use and 
management by agencies of IoT devices owned or 
controlled by an agency and connected to 
information systems owned or controlled by an 
agency, including minimum information security 
requirements for managing cybersecurity risks 
associated with such devices.
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https://www.congress.gov/bill/116th-congress/house-bill/1668
https://www.congress.gov/bill/116th-congress/house-bill/1668


Code signed updates

The old fashioned way to set up and perform 
software updates on a device in a clinical setting is to 
create a USB stick for them. The stick is then shipped 
to different sites, some with multiple devices.  This 
requires inserting the USB stick, perhaps staging to 
the device’s internal uSD card storage, and eventually 
- between test runs or work shifts - walking through a 
process and rebooting the device for it to take the 
commit or to rollback.  This process could take 
anywhere from 10 minutes to an hour, or longer.

Software signatures for USB installations are often 
made mandatory by the medical device makers 
internally so they don’t have to deal with Trojan 
Horses coming in via USB sticks.  Every update 
coming into a device should require a 
company-signed verification on the medium; objects 
exported out from a device, such as aggregated 
reports, counts or other non-sensitive data, should 
not need this.  



Practical actions to take 

Device makers can take the following stringent steps 
to secure devices with the implementation of:

1. A secure boot
2. Network stack hardening
3. Public key encryption 

Medical device makers will also look to create a better 
defense for their IP and patient data, and to audit for 
user data safety on the connected devices. Being 
able to maintain audit logs on the changes that have 
been made to devices in the field, and role-based 
access control are key considerations in this regard.

A critical patch can be delivered to the device 
from afar and there is no need for our support 
team to call 45 IT departments in the hospitals. 
Mender is the only solution for this.

- Clinomic CEO Med. Dr. Arne Peine
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Efficiency with OTA software updates

The latest and best way to address updates is to use 
a hosted OTA software updates solution and bring it 
to synchronize with the hospital operator between 
test runs or shifts, downloading the update, applying 
it fairly painlessly from a GUI, and then rebooting 
if/as needed - all more effective and secure than 
using the manual USB stick approach.

The use of a robust and secure OTA software updates 
solution such as Mender Enterprise in connected 
diagnostics products largely replaces the need for 
support technicians/field representatives to perform 
manual software updates. Kernel- or root file system 
updates can be performed with minimal or no human 
intervention or perceptible interruption. 

The use of Mender Enterprise ensures the delivery 
of all the necessary security updates, bug fixes and 
product improvement updates.  It helps engineers to 
maintain an overall view of the health of the installed 
base with respect to software versions and system 
security.

https://mender.io/blog/tag:Mender%20Enterprise
https://mender.io/blog/tag:Mender%20Enterprise


Control with OTA software updates

Mender’s ability to administer device groups 
simplifies fleet management of a connected 
diagnostics product which could be deployed by 
either hundreds of individual doctors’ offices or 
thousands of related clinical sites.

Mender’s built-in ability to code sign and verify 
software updates supports the device maker’s 
compliance support list. Device client software 
verifies the update artifact or artifacts they receive 
from the Mender server; with appropriate precautions 
taken at the server end. This mechanism minimizes 
the possibility of receiving and applying a malicious 
update with a Trojan Horse.

Mender’s ability to create delta based software 
updates applied on top of a read-only root filesystem 
is very valuable.  It enables the medical device maker 
to transfer considerably smaller update payloads, 
minimizing the use of precious and often limited  
bandwidth.
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Authentication
Authorization

Integrity
Software

• Software/Device 
compatibility checks
•  Encrypted transfer only
• Software signing

Device

• Mutual TLS
•  Software and/or hardware keys

• Pre-authentication
• Dynamic device grouping

Triangle of 
Trust™ 

People • RBAC (Role based Access Control)
•  Multi-tenant
• Two factor authentication

Put security first

Consider a partner who advises you to incorporate the 
Triangle of Trust™ into your device management and 
security strategy. 

Only authorised people can deploy authorised 
software to authorised devices. 

Which leads to

Only the right people deploying the right software to 
the right devices

To realise the Triangle of Trust™, the partner must deploy 
the correct technologies to apply end to end security for the 
software and hardware to implement the policy. 



Case in point: Connected Diagnostics

A leading biomedical company will provide a 
molecular diagnostic platform with instrument, 
cartridge and cloud analytics to enable rapid, highly 
accurate point-of-care testing for infectious diseases 
including COVID-19. 

The Covid 19 Assay which when used in conjunction 
with the IoT-enabled diagnostics device will allow 
health centres to conduct successful Covid 19 
molecular testing in less than 30 minutes. The results 
will be comparable to laboratory test results.

Mender Enterprise is used for the OTA firmware 
and software updates, and medical patient data and 
test results are handled in the process. 

Image credit: Clinomic GMBH



Case in point: Telemedicine & AI

The Clinomic Mona telemedicine device is a bedside 
device mounted next to the patient’s bed. The device 
enables doctors and nurses, and remote medical 
consultants to retrieve key information on an ICU 
patient’s condition so they can make better 
treatment recommendations. The device uses voice 
recognition for efficiency, and machine learning 
algorithms to extract answers from the data density 
of over 1000 data points including blood samples and 
laboratory tests. 

In the case of the remote consultant, the device gives 
them access to the patient. In March 2020, the first 
shipments of these devices were delivered to rural 
hospitals in the periphery of Europe. 

<< Clinomic CEO 
Med. Dr. Arne 
Peine (Right) and 
his co-founder Dr. 
Lukas Martin
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Case in point: Telemedicine & AI

Mender provides OTA OS updates, application 
updates and security patches to the Mona device. 
The OTA software updates and device fleet 
management run seamlessly in the background. 
There must be no interruption from the updates 
process to the clinician, nurse or remote consultant 
who interacts with the connected device.

Security is a huge concern for hospitals. Mender 
provides control over the updates of a very critical 
fleet of IoT devices. The remote terminal access 
capability of Mender also enables the Clinomic 
support team to get direct and secure visibility to the 
devices out in the field and quickly diagnose and fix 
issues. 

Unlike the common approach of VPN and SSH, the 
remote terminal access saves time setting up the 
infrastructure, reduces the need for additional 
software (VPN, SSH) and reassures Hospital IT that 
there is no backdoor risk to their corporate network 
security. 



In conclusion

In summary, modern medical device fleets need 
product extensibility, high levels of security and data 
protection, and efficient remote device support. This 
is achieved by  integrating robust and secure OTA 
software updates into their design. 

Following the Triangle of Trust™ in tandem with 
recommendations and mandates from NIST and the 
FDA will enable an engineering team to design and 
commission a medical device product that is secure, 
robust, scalable and benefits from automation, user 
access control and audit logging. This is the best 
practice for delivering a best-in-industry IoT product. 
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