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WHITE PAPER

Importance of a Scalable IoT Infrastructure 

for Device Management

The  Internet  of  Things  (IoT)  is  revolutionizing  the  way  companies  do 

business  allowing  them  to  become  safer,  smarter  and  more  efficient. 

According to IDC1, there will be 55.7 billion IoT-connected devices 

worldwide by 2025, 75% of which will be connected to an IoT 

infrastructure. Enterprises will soon be in need of, or having to interact 

with a scalable IoT infrastructure.

The  new  IoT  Signals2  report  by  Microsoft  found  lack  of  scalability  as  a 

leading cause for IoT project failures. There is a significant difference in 

requirements for deploying and managing a handful versus tens of 

thousands  or  millions  of  devices.  An  IoT  project  at  proof-of-concept 

(PoC) helps bring all the pieces together to envision the big picture of 

the overall solution, however too often full-scale scenarios are not 

considered at this stage. The transition from PoC to a large-scale 

production roll-out scattered globally can only be successful if scalability 

is tested and planned for from the inception of the project.

Complexity  is  one  of  the  greatest  scalability  challenges.  Choosing  the 

right  solution  with  the  right  architecture  is  important  to  safeguard  the 

long-term management viability of the fleet of connected devices.

This  whitepaper  discusses  large-scale  considerations.  It  points  to  key 

industry challenges with IoT scalability and provides an insight into what 

constitutes a scalable solution.

There is a significant 

difference in 

requirements for 

deploying and managing 

a handful versus tens of 

thousands or millions of 

devices

1 Reference: 
https://www.idc.com/getdoc.jsp?containerI
d=prAP46737220

2 Reference:
https://azure.microsoft.com/en-us/iot/signals

https://www.idc.com/getdoc.jsp?containerId=prAP46737220
https://www.idc.com/getdoc.jsp?containerId=prAP46737220
https://azure.microsoft.com/en-us/iot/signals
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Scaling an IoT project requires consideration of a mix of various 

components. Below follows a brief introduction to the most important.

Unified device fleet management

A  remote  fleet  management  infrastructure  needs  the  ability  to  have 

secure access and manage software of an entire fleet of heterogeneous 

connected  devices,  globally.  The  user  interface  needs  to  be    intuitive, 

fast and responsive. Manual tasks increase the likelihood of human 

errors,  which  introduces  security  and  operational  risks  and  as  much  as 

possible should therefore be automated and in version controlled code. A 

typical pitfall for homegrown solutions is lack of flexibility and 

extensibility hindering future needs. Once the next generation of 

hardware,  software  and  new  products  are  developed,  “retrofitting”  the 

existing homegrown solution is challenging and sometimes not feasible, 

so yet another version of the homegrown solution needs to be 

developed and maintained. Larger companies typically end up with more 

than a handful homegrown solutions leading to a disperse and diverging 

fleet management situation.

Latency

Low latency is critical for timely updates, but normally becomes 

increasingly difficult with scale. From a backend load perspective, 

maintaining the same response time per device as the number of 

requests increases remains a key factor for the best user experience and 

operations. Many factors impact response time with scale including 

server  application  design  that  cannot  be  scaled  to  meet  the  fleet  size, 

data model on the database or the handling of parallel requests trying to 

access and update the records. Poor scalability design often requires a 

redesign of the server and/or client running on the device.

Challenges with IoT Scalability
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Robustness

The update process needs to be robust and support rolling back to the 

previous version in case of a failed update. A loss of power or 

connectivity during an update can result in a critical failed update, with 

the system in an unknown state and potentially with some key 

component half-way updated, or worse case the whole system 

inoperative  which  in  the  IoT  jargon  is  known  as  a  "brick  device".  This 

situation is very costly from an operational and brand perspective. The 

resilience and reliability of the update process must be a central concern 

given the potential negative consequences. With a few devices, for 

instance 100 devices, the chances of something malfunctioning might be 

relatively  low,  and  manual  surveillance  feasible.  However,  with  100,000 

devices in the field one or more updates will fail and manual controls not 

feasible.  The  importance  of  robustness  of  updating  device  software 

over-the-air (OTA) increases with scale. For example, if we assume there 

is a probability of 1% a fleet of devices could fail, that is one device for a 

fleet  of  100  whereas  it  is  1,000  for  a  fleet  of  100,000.  Therefore,  a 

significant  difference  in  the  potential  damages  that  the  event  could 

sustain.
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Operational complexity

The rapid evolution of new technologies coupled with the challenges of a 

constrained environment that IoT devices operate in makes device 

management a complex endeavor.

IoT devices are generally constrained in the following ways:

● Hardware  has  become  a  commodity  over  the  years  through  rapid 

innovation, scale and cost reduction, and the push for enterprises to 

create significant economic value and differentiation is through 

software.  This  puts  demand  for  software-defined  functionalities  and 

better  end-user  experience  which  means  increasing  lines  of  code 

resulting in devices being more vulnerable to exploitations.

● Devices scattered globally across terrain, geography, often based on 

customer locations make them expensive to reach physically. Devices 

often have heavy reliance on battery and wireless connectivity, 

resources that are eventually bound to fail one time or the other. 

● Unreliable networks with intermittent connectivity and low bandwidth 

could introduce interruptions, latency and increase costs hence 

reducing operational efficiency and customer satisfaction.

The above points are further amplified by the technological 

enhancements that happen rapidly such as cloud infrastructure, 

platforms  and  tools  like  docker  and  kubernetes,  new  generations  of 

hardware and connectivity.
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Cost of network traffic

According to a survey conducted by Mender, approximately one third of 

all connected devices currently connect to cellular networks. To put this 

into  perspective,  in  2021  Statista3  reported  the  projected  number  of 

connected  devices  by  2025  will  be  38.6  billion  globally.  This  means  13 

billion devices will soon be on cellular networks. With data consumption 

often at a premium, the management and delivery of over-the-air (OTA) 

updates to embedded devices on a cellular or wireless network 

(LTE/4G/5G) becomes a financial and commercial challenge for 

companies.  Efficient  mechanisms  for  managing  devices  and  software 

over  cellular  networks  need  to  be  considered  to  enable  faster  data 

transfer and lower bandwidth cost, significantly to ensure profitability.

To illustrate the cost savings, let’s look at the data transfer cost over a 

typical mobile network in the U.S. The cost of mobile data varies 

significantly across countries worldwide. Cable.co.uk4 offers an extensive 

analysis of mobile data pricing across the globe and suggests an average 

cost of $12.37 for 1 GB of data in the U.S. The referenced data is based on 

end-user pricing and channel customers could see lower pricing, but the 

relative magnitude of update costs are still valid. Let’s assume an existing 

OS  image  that  is  239  MB  (after  compression)  is  updated  with  a  new 

package that adds additional 30 MB to the total size, with delta updates 

only around 30 MB will be downloaded instead of 269 MB which is the 

actual full image. The 30 MB could not necessarily mean an increase in 

the image size but rather only 30 MB of image has changed and is being 

deployed over-the-air. This translates to a significant cost differential as 

shown in the chart below, with expected faster download times with the 

smaller file size.

Considerations when planning for a large scale IoT 
deployment
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3 Reference:
https://www.statista.com/statistics/802690/
worldwide-connected-devices-by-access-te
chnology/

4 Reference:
https://www.cable.co.uk/mobiles/worldwide-
data-pricing/

https://www.statista.com/statistics/802690/worldwide-connected-devices-by-access-technology/
https://www.statista.com/statistics/802690/worldwide-connected-devices-by-access-technology/
https://www.statista.com/statistics/802690/worldwide-connected-devices-by-access-technology/
https://www.cable.co.uk/mobiles/worldwide-data-pricing/
https://www.cable.co.uk/mobiles/worldwide-data-pricing/
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Flexible and scalable infrastructure for IoT - avoid lock-in

As shown in figure 1, the average cost savings for one device and one update is 

89%.  With  deployments  of  1,000  devices  and  4  updates  per  year  this  can 

amount to cellular costs of $1,484 with delta updates and $13,310 with full image 

updates (no delta).

A scalable IoT infrastructure requires finding a balance between security, 

privacy, and costs. The world’s workload today runs on a combination of public, 

private and hybrid clouds.

The IoT environment is different from the traditional IT environment. Particularly 

in server IT, data stored in large, reliable (with PSU) server infrastructures are in 

close proximity and can be reached at relatively low cost. Software is typically 

either Windows or Linux, and the hardware commoditized x86 architectures. In 

the world of IoT, teams managing large fleets of distributed connected devices 

must  cope  with  a  surge  of  individual  devices,  globally  scattered  and  built  on 

various hardware and software platforms. In these often isolated and far 

reaching environments, interruptions in service and in the stream of data may 

cause millions of dollars of damage within a short period of time. It inherently 

becomes  more  complex  to  manage  and  deploy  IoT  devices  as  compared  to 

traditional  IT  infrastructures.  Therefore,  it  is  imperative  to  have  a  fully  IoT 

optimized end-to-end software management infrastructure that minimizes fleet 

operation complexity through integrations with your existing cloud 

infrastructure, software and hardware, with no lock-in to any specific platform 

and development tools.
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It may be that one solution fits all the needs today, but history has taught 

us  that  large  organizations  through  M&A  and  bureaucratic  power  plays 

always end up with hybrid solutions (as seen in the world of public clouds 

and  on-prem  infrastructures).  Therefore,  it  is  important  to  select  and 

build solutions free of lock-ins. This ensures freedom to operate and will 

help overcome many of the challenges presented in this paper.

At  large  scale  deployments  there  will  be  variances  in  terms  of  what 

over-the-air (OTA) software management infrastructure will be required. 

Ideally a solution should support updating all device software from 

kernel, and root file system all the way to user level applications updates 

with containers, packages, files and directories.

Device interoperability

The proliferation in the IoT ecosystem has led to an enormous 

combination of heterogeneous components and technologies that 

constitutes the entire network. This proliferation makes device 

interoperability a precondition for IoT scalability to avoid obsolete 

systems  that  fail  to  stay  up-to-date  with  the  pace  of  innovation.  By 

developing  interoperable  hardware  and  software  from  the  inception  of 

the product there will be less fragmentation and reduce integration costs 

in the long term.
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Interoperable OTA software management

A manual approach to deploying and managing devices at scale will be 

error prone, timely, costly and labor intensive; or in other words a dead 

end.  For  a  successful  global  deployment  of  a  large-scale  connected 

device  fleet,  remote  management  of  devices  is  required  and  must  be 

planned at the outset of product and business go-to-market strategy.

There  are  various  use  cases  that  play  into  the  health  and  security  of 

field-deployed devices. Provisioning, troubleshooting, configuring, 

updating software and monitoring devices remotely and securely in the 

fleet lifecycle management are paramount to the success of their 

business.

Mender as a scalable IoT infrastructure

How  can  companies  scale  their  fleet  of  connected  devices  as  they  are 

scattered globally? This section describes Mender's approach in 

answering this question.

No vendor lock-in

Mender  provides  both  on-premise  and  hosted  services  for  managing 

connected devices to allow customers to have the flexibility to optimize 

the right infrastructure to support their needs.

The  Mender  server  is  built  on  a  microservices  architecture,  efficiently 

eliminating bottlenecks as services can be automatically scaled 

independently, in small incremental steps with minimal overhead. Mender 

supports updating all device software and gives customers the freedom 

to  customize  the  update  and  installation  process  to  fit  their  specific 

workflow. The combination of a hosted service and self-managed server 

gives full flexibility to its users allowing them to sell their devices to both 

customers  that  allow  for  public  internet  access  and  to  the  ones  who 

cannot allow for such access (like hospitals, military, etc.).
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Mender Hub is a community of contributors that focuses on integrating 

and  maintaining  Mender  on  different  boards  and  operating  systems 

(OS). Its goal is to enable device management and over-the-air (OTA) 

software  management  of  devices  on  every  board  and  OS.  Mender  is 

hardware  and  operating  system  (OS)  agnostic.  Device  manufacturers 

and  developers  can  integrate  the  Mender  client  on  any  custom  and 

binary-distributed embedded hardware of their choice and run the 

Mender  server  on  any  infrastructure  they  decide  on  architecting  and 

wrap  it  around  an  intuitive  web  UI  with  advanced  features  to  deploy, 

manage and scale their connected devices.

End-to-end interoperability

Mender has a client-server architecture with a client running on the IoT 

device. The Mender server manages the deployments over-the-air 

(OTA)  with  an  easy-to-use  web  interface  and  at  scale  you  can  use 

Mender’s  management  APIs  to  fully  manage  your  devices  and  create 

deployments to roll out to a large fleet of connected devices. Being 100% 

API driven makes Mender easy to integrate with your continuous 

integration continuous delivery (CI/CD) deployment system to 

automatically upload new build output to the server and deploy to your 

intended devices. Mender is designed from the ground up with 

robustness  and  security  in  mind  and  focuses  on  ensuring  enterprises 

reduce risk and increase efficiency by adhering to a security-by-design 

principle that looks to protect people, devices and software.
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Risk tolerant

While embedded product teams are working on proof-of-concept 

without the burden of a large fleet of devices remotely deployed, that is 

usually  not  the  same  requirements  for  a  full-scale  roll-out.  Deploying 

updates to a few devices is much easier than deploying to large scale. At 

scale devices will diverge and this drift increases the risk of deploying the 

wrong software unless you have a proper process and OTA tool. 

Deploying to a larger scale customer environment with thousands or tens 

of thousands of devices, can pose a significant risk of something going 

wrong.

Regardless how well tested the software and update process is, you will 

only know how well the deployment works for your customers after it has 

been released into the field. Differences in time zones, network latency, 

hardware and customer usage patterns are all potential stumbling blocks 

preventing  new  software  releases  from  behaving  as  expected.  These 

factors can be impossible to predict. A failed update will result in 

negative  customer  experience  and  potentially  high  customer  support 

costs. Worst case, collateral and brand damage might be at stake.

Mender supports time based and phased rollout, which can greatly 

reduce the risk: you can divide a software update deployment into 

time-delayed  phases  with  a  customizable  share  of  the  devices  being 

updated in each phase. For example, deploy to 5% of the devices, wait 24 

hours, then 15%, wait 24 hours and then all the remaining devices. If there 

are indications of problems such as update failures, higher error rates or 

increased customer support volumes, the update process can be 

aborted before it reaches a critical mass of your customers' devices -- 

greatly limiting negative impact during the deployment.
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Highly automated

Efficiency in management and deployment of OTA updates is achieved 

through automation with Mender. Deploying policies and updating 

software  using  automation  makes  provisioning  of  devices  faster  and 

makes management of software far easier. Automation increases 

deployment consistency, reduces update cycle times and reduces human 

errors, which in turn can translate to increased reliability with significant 

cost  savings.  Mender  is  designed  to  make  device  management  more 

efficient  and  effective  by  employing  automation  at  its  core.    As  the 

Microsoft research report highlights, efficiency and productivity are key 

motivators for why companies adopt IoT that includes operations 

optimization (56%) and improvement in employee productivity (47%).

 

Mender  supports  automation  in  various  use  cases.  For  example,  the 

Mender server automatically assigns the right delta update to any given 

device,  based  on  the  software  release  the  device  is  currently  running. 

When a device checks for an update, the Mender server will 

automatically decide which software code to give to the device based on 

the version the device is running already. It will select a delta update if 

available for the release the device is running, but also supports falling 

back to the full image if no delta update is available for a given device. 

This ensures that all devices get updated and minimizes the bandwidth 

needed  based  on  the  delta  updates  that  are  available  on  the  server.  It 

saves time and reduces deployment errors with incompatible delta 

deployments.
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Another use case is automatic retry of failed device deployments. In this 

use case, the server retries deployments on devices where it fails, for a 

customizable  amount  of  times.  Automatic  retry  of  failed  deployments 

allows you to set the number of times the deployment should be retried 

before  it  is  marked  as  failed.  This  is  tracked  on  a  per-device  basis,  so 

each  device  is  retried  the  maximum  times  and  devices  succeeding  the 

deployment are never retried. This greatly simplifies deployment 

management  and  saves  time  investigating  and  remediating  individual 

device deployment failures.

To  combat  cellular  data  costs,  Mender’s  robust  delta  update  gives  the 

ability to generate and deploy the difference (delta) between the 

software  version  already  on  the  devices  and  the  new  version,  reducing 

the data rate costs significantly as illustrated above.

Mender’s Performance at Scale

The  graphs  presented  in  this  section  are  the  results  of  Load  Testing 

performed. The test specification and the source code for the test tools 

can be found on Github 5.

The goal of the Load Test was to study the responsiveness and 

operation of Mender server at scale, simulating loads from devices in the 

range  of  125  thousand  to  1  million  devices.  The  test  conditions  were 

constrained to the following:

● Resources limited to 3 kubernetes nodes, 2vCPU/4GiB (AWS 

c5.large), matching hosted Mender Enterprise infrastructure

● Database running on dedicated VMs.

● Software configured for a production grade Mender Enterprise stack

● Simulated clients: 

○ Using  default  production  polling  intervals,  inventory  update  every 

8h and update polling every 30 minutes

○ Load distributed normally across time, simulating real-life 

conditions of a large enough fleet of devices
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Device APIs offer linear scaling

The Mender Device APIs are responsible for attending requests coming 

from  devices,  which  poll  the  server  at  regular  intervals  to  ask  for  an 

available update or updating their inventory attributes. The requests are 

more  predictable  than  in  the  case  of  Management  APIs,  so  a  good 

design  of  the  database  will  allow  the  system  to  respond  quickly  and 

cheaply to these.

The amount of these requests scale linearly with the amount of devices 

accepted in the system. Using the recommended 30 minutes interval for 

update  poll  interval,  means  that  every  30  minutes  all  devices  in  the 

system will contact the server at least once.

The  following  graphs  represent  the  50%  percentile  response  time  (or 

latency) for Device API requests with the Mender server performing at 

scale.  The  load  is  handled  linearly.  We  can  see  that  at  1  million  devices 

scale the 50% of the responses are below 10ms. On the 95% percentile, 

the measured response time is around 200ms on 750k-1M devices scale.
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For  this  test,  an  active  deployment  to  tentatively  10%  of  the  fleet  is 

ongoing. The server has to manage during one single polling interval (30 

minutes) the requests of the entire fleet, for which the 10% will result in 

an update (and the consecutive follow-up requests) and the rest with a 

single “no update” response.

On  the  1  million  scale,  with  the  fixed  resources  allocated  for  the  test 

server,  the  10%  mark  (100,000  devices)  was  37,500  thousand  devices. 

This  shows  that  the  server  could  update  the  entire  fleet  of  1  million 

devices in around 14 hours of operation.

The test has been performed following the test specification outlined on 

Github 6. The measurements have been obtained extracting the response 

time from the logs with the Kibana tool.

Mender’s management APIs scalability and GUI responsiveness

The Mender Management APIs are responsible for attending all 

non-device requests, such as the Graphic User Interface (GUI), and user 

scripts or tools. The nature of these requests are less predictable than in 

the  case  of  Device  APIs,  so  in  many  cases  they  will  require  complex 

queries to the databases and therefore result in higher latency than for 

devices.
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https://github.com/mendersoftware/mender-loadtest
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At scale, typically a server does not serve the same number of users as 

devices  (1  million  devices  will  be  managed  by  a  handful  of  humans  and 

scripts), so the challenge is to handle the UI performance based on user 

service requests and not device scale.

The following graphs represent the 50% percentile response time 

(latency) for Management API requests with the Mender server 

performing  at  scale.  The  50%  of  the  requests  are  served  in  the  time 

shown by the graph, which we can see is between 8 and 12 ms. At 95% 

percentile,  the  latency  is  between  1  and  1.5  seconds,  resulting  in  an 

acceptable responsiveness for a human using the GUI.
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This test is based on human interaction on the Mender GUI, while having 

the whole fleet issuing requests to the server on their regular intervals. 

The test has been performed following the test specification outlined on 

Github 7 and the measurements have been obtained extracting the 

response time from the logs with Kibana tool.

Linear scalable resource needs and costs

While the previous graphs are results of “active” test scenarios, this last 

one  represents  a  “passive”  scenario.  That  is,  how  the  system  behaves 

when devices are performing requests obeying the configured intervals, 

but there is no human interaction nor active deployments going on.

The graph below represents the mean average of 1 hour of CPU 

utilization  for  the  main  services  of  the  Mender  server:  API  gateway 

(blue), deployments service (red), inventory service (yellow), tenant 

administration service (green) and device authentication service 

(orange).

The graph shows a clear linear growth of the load, and also clearly shows 

the most demanding part of the system: serving updates. That is, every 

device is requesting the server for its update (deployments service) and 

each  of  these  requests  need  to  be  routed  (API  gateway  service)  and 

authenticated (device authentication service).
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The test has been performed following the test specification outlined on 

Github 8 and the measurements have been obtained observing the 

Kubernetes nodes resources usage with Prometheus and Grafana tools.
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Scaling an IoT project requires consideration of a mix of various 

components.  It  requires  focusing  on  solving  operational  complexities 

such as unified device fleet management, latency, and robustness. These 

challenges are amplified by the technological changes that happen 

rapidly  such  as  cloud  infrastructure,  tools  like  docker  and  kubernetes, 

new generations of hardware, architectures and connectivity.

The transition from proof-of-concept to large-scale production roll-out 

requires planning that spans network traffic costs, flexibility in 

infrastructure architecture, device and solution interoperability with 

over-the-air (OTA) software management.

Mender aims to solve these challenges and help in planning large scale 

device deployments by giving users and customers the hardware, 

software and infrastructure flexibility they need, as well as efficiency and 

risk management, so that they can design a scalable device 

management and deployment strategy, specifically for their IoT project 

with no lock-in to specific platform and development tools.

Mender’s scale testing performance proves the responsiveness and 

operational  capabilities  of  the  Mender  server  at  scale,  simulating  loads 

from  devices  in  the  range  of  125,000  to  1  million  devices.  Mender  also 

follows a linear and scalable infrastructure for predictable budgeting and 

resource management.

Conclusion
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About Mender.io
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Mender.io is a leading provider of a secure, risk tolerant, and efficient over-the-air 

(OTA) software management solution for IoT devices. With Mender you can 

remotely update all device software from full operating system to user level 

application, troubleshoot, configure and monitor devices at any scale. Mender is 

end-to-end that minimizes fleet operational complexity through integrations with 

your existing cloud infrastructure, software, and hardware from prototyping to 

production. It is easy to use and has a simple web UI to manage and deploy 

devices and software.

Mender enables its customers to stay competitive in a fast-moving market by 

helping them deliver high-value experiences and services on an increasing 

number of connected devices with growing software complexity. With an active 

open source community supporting a large number of different hardware and 

operating systems and growing every day, Mender has quickly become the 

trusted choice by some of the world’s most respected brands.
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